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Abstract - Lightning strike is hazardous to electronic and 
electric equipment in local area networks. This paper 
presents the results of laboratory research, which concern 
lightning surges induced in generic cabling systems.  
 
 
1 - INTRODUCTION 
 
Direct lightning strike to the LPS (Lightning Protection 
System) of a structure or in its vicinity is hazardous to 
electronic and electric systems within this structure.  
This concerns particularly the buildings with local area 
networks. In such cases the direct influence of lightning 
currents on generic cabling systems is practically 
impossible. However, a very important source of 
disturbances still exists. It is the impulse electromagnetic 
field caused by lightning current flowing along the return 
stroke channel, in conductors of the LPS and in other 
conductive components of the building (reinforced 
concrete elements or steel construction etc.). 
This field generates voltages and currents in: 
• low-voltage power supply nets and signal cabling 

systems, 
• loops formed by power supply and signal wires or by 

these wires and conductive elements of the building 
construction. 

Additional hazard is caused by potential differences 
between particular points within the building and by 
increase of the earth potential of local earthing system 
with regard to the potential of “far earth”. 
 
2 - OVERVOLTAGES IN GENERIC CABLING SYSTEMS 
 
Generally in real conditions information about 
overvoltages in signal lines are obtained from 
registrations in telecommunication cables during 
lightning discharges. In parts of accessible publications, 
the information about the peak values of overvoltages 
coming from investigated lines, measured in long 
duration times are presented. Thanks to this, it is 
possible to determine the average numbers of 
overvoltages with different maximal values, coming to the 
equipment from a single telecommunication line.  
Relate information about lightning surges in different 
than telecommunication lines are very stingy. In case of 
computer systems, some results of registrations in multi-
wire shielded cables are accessible [6]. Measurements 
were made in buried as well as running partly above 
ground surface cables with lengths of 650 m consisting 
of 32 twisted wires. Thin aluminum foil shielded every 
pair of lines.  
During few months of observations 62 overvoltages were 
registered. Peak values of surges reached a few hundred 

volts (maximum value 300 V) in multi-wire shielded 
cables running between buildings. In most cases the 
registered voltage surges had the shape of damping 
oscillations with frequencies near 250 kHz.  
The European Standards define a universal cabling 
system, which can be used in centers with one or several 
buildings. In this system connections between campus 
and building distributors are realized by optical fibre 
cables, and lightning risk appears only in power supply 
inputs of distributors.  
Connections between building and floor distributors or 
between floor distributors and terminal equipment are 
usually realized with symmetrical cables (twisted pair 
cables).  
In these cases lightning overvoltages can cause hazards 
for the signal inputs of equipment (Fig. 1).  
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Figure 1 - Example of lightning risk for horizontal cabling system 
 
Hitherto, in these types of cables lightning overvoltages 
have not been registered. In farther risk analysis of 
overvoltages in horizontal cabling subsystems during 
lightning strike to LPS the following basic sources were 
taken into account: 
- lightning currents in air-terminations and down 

conductors, 
- surge currents in the cable shields, 
- surge currents in power supply nets.    

The influence of lightning current in LPS on shielded 
cable was tested in laboratory in Ilmenau [4].  
During the tests surge currents with maximal value of 
10 kA and the following shapes 10/350 µs, 0.25/20 µs 
and 8/20 µs flowed in conductor in neighborhood of 
computer line (Fig. 2). 
Conductor with surge currents was placed in 1 m 
distance from loops (dimensions of loops 0.5m x 0.5m, 
1m x 1m, 1m x 2m) formed by shielded cable.  
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Figure 2 - Influence of surge currents on shielded cable, a) 

measurement arrangement, b) shapes of surge currents in wire 
 

During the tests, current in line screen or voltage on 
resistance R were measured. Some example results for 
the most disadvantageous cases are presented in Fig. 3. 
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Figure 3 - Surges induced in shielded cable by current i(t);  
a) voltage between shield and ground, b) current in the shield. 

 
Experiments for estimation of the lightning risk in LAN 
cabling system during direct strike to the structure were 
carried out in Bialystok Technical University.  

The sources of disturbances were surge currents 
introduced to aerial conductor of LPS from current 
generator (Fig.4) located inside the structure.  
The current flowed through the following path: generator 
circuit - perpendicular wire - point A - LPS - grounding 
system of structure - generator.  
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Figure 4 – Simulation in real cabling system, a) surge current 
generator connection scheme, b) arrangement of LPS, c) surge 

currents for different values of resistance R 
 
Overvoltages were observed in generic cabling system 
category 5 (unshielded twisted pair cables) inside the 
structure. 
The surge current peak value was adjusted not with a 
spark gap controlling but rather by changing of the value 
of a serial resistor R (Fig. 4a).  
For the values of R equal to 10, 22, 50 and 100 Ω, the 
peak current was in turn 1550, 984, 509 and 274 A, 
whereas the current shape Tr/Td was 2.5/10, 2.5/12.5, 
2.2/20, 1.2/35 µs/µs respectively.  
Cables from floor distributor to terminals had lengths 
from a few metres to 60 m. 
Fig. 5 shows the current circuit and the arrangement of 
cabling system.  
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Figure 5 - The arrangements of LPS and generic cabling system [1] 
 
Some examples of overvoltages, which appeared in 
telecommunication outlets for the surge current of 
1550 A and shape 2.5/10 µs are presented in Fig. 6. 
 
 

 

      
Figure 6 - Overvoltages induced in telecommunication outlets [1] 
 
As a result of analysis of all the recorded voltages, the 
following features might be noticed: 
• the value of induced voltages increased 2÷3-times 

when the cable section of several metres length was 
put vertically; 

• the peak to peak values of voltages induced in 
matched cable (with a load) were on average 1.5÷4 
times lower than in open circuit; 

• the maximal values of induced voltages increased 
twice slower than the surge current peak values. 

Based on these results, the overvoltages at the signal 
inputs of computer for direct stroke to LPS of building 
were defined.  
For the lightning current of 100 kA these lightning 
overvoltages reached the values of some hundred volts. 
Simulation measurements were performed to estimate 
lighting risk for equipment, which are connected to to the 
cables between structures. In measurements the 
overvoltages between wire and shield in concentric 100 m 
length 10 Base-5 cable were recorded.  
The source of disturbances was the surge current (with 
peak value of 100 A and shape 10/60 µs), which flowed 
in the shield of the cable. The cable shield was grounded 
at both ends (Fig. 7). The voltages were measured at the 

ends of the cable across 50 Ω resistors. These voltages 
reached values of 7 – 12 V.    
 
 100 m 

Coaxial cable 
10Base-5 2 m 

50Ω 50Ω 

Surge 
generator 

32,5Ω 

30,0Ω 

 
 

Figure 7 - Experimental setup for 100 m length of 10 Base T 
cable 

 
Similar investigations of overvoltages caused by surge 
currents in cable shields, were made for cabling 
subsystems in buildings. In investigations the surge 
currents produced by impulse generator 1.2/50 - 8/20 
were introduced to the shields of coaxial and twisted pair 
cables (Fig. 8).  
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Figure 8 - Overvoltages caused by surge currents in shields, a) 
experimental setup for coaxial cable b) example of current in the 

shield 
 

During laboratory tests, the cable lengths l ranging from 
several to some tents of meters were considered.  
The results of measurements show that overvoltages 
reached maximal peak values: 

- several volts between wires in twisted pair cables,  
- several dozen volts (up to 40 V) between wire and 

shield. 
Some examples of recorded voltages are presented in 
Fig. 9. 

 

   
 
Fig. 9. Example of overvoltages between wires in twisted pair 

and between wire and shield (coaxial cable) 



Important directions in investigations were the 
measurements of coupling between electrical installation 
wires and horizontal cabling subsystems. The 
experimental setup contains: 

- shielded and unshielded twisted pair cables with 
loads 100 Ω (Fig. 10a),  

- single-phase 230 V TN-S systems with voltage 
switching or limiting type surge protective devices 
(SPD) in different places (Fig. 10b), 

- single-phase 230 V TN-S systems with voltage 
switching type SPD 1 and voltage limiting type SPD 2 
installed in sequence (Fig. 10c).   

During tests the distances d and l were changed in 
ranges 0 – 20 cm and 5 – 10 m respectively.  
The applied current surges maximal values were from 
some amperes to 2000 A. 
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Fig. 10. Tests of twisted pair cables; a) twisted pair cable with 
loads, b) singe-phase isnstallation with SPD in different places, 

c) single phase installation with SPD 1 and SPD 2 
 
The results of overvoltage measurements in twisted pair 
cables showed that: 

• in most cases overvoltages had damping 
oscillation shapes,      

• The smallest values of overvoltages (several volts) 
were registered when limiting type of SPDs are 
installed at the beginning of installation (case 1 in 
Fig. 10b), 

• Overvoltages increased 12-15 times when 
switching type of SPD were used in this place, 

• Overvoltages increased 3-5 times, in comparison 
to the arrangement with limiting type of SPD, when 
signal cables are between SDP 1 and 2 (Fig. 10c). 

 
3 - CONCLUSIONS 

 
The paper presented the results of laboratory research, 
which concern voltage surges at the input/output ports of 
equipment in local area networks. The main attention 
was paid on the influence of impulse magnetic fields 
caused by surge currents in different arrangements of 
wires in copper generic cabling systems. 
The results of measurements in natural conditions 
showed that the lightning overvoltages in low voltage 
power systems without SPD could cause destruction or 
upset of the personal computer in LAN.  
The same situation is in twisted pair cables of horizontal 
cabling subsystems. The presented information about 
these voltage surges were very useful for correct 
selection of SPD in cabling system or inside the 
electronic devices. 
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